
What Should You Look for in an MNSP?

Network Security and Connectivity

Visibility and Apps for Connected Devices

Management, Compliance and Analytics Tools
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•	 Is the MNSP a Verifone or Gilbarco certified provider?
•	 Do they have 24x7x365 US-based network support?
•	 Are they fully PCI compliant and able to provide an 

Attestation of Compliance (AOC)?
•	 Is the MNSP listed on the Mastercard and Visa PCI 

compliant service provider registries?
•	 Do they provide a flexible solution that grows with future 

technology rather than becoming obsolete?

•	 Secure POS and payment gateway connectivity 
•	 A managed POS firewall that segments your payment 

systems from the rest of your network
•	 A perimeter firewall that protects your entire network
•	 WAN failover enabled for automatic backup network 

connectivity when your primary internet goes down
•	 Cellular failover that includes a modem, data plan and 

flexible carrier options 
•	 WiFi that is flexible and can be positioned anywhere 

in the store, rather than incorporated into a security 
appliance

•	 A cloud-based dashboard for visibility of all connected 
network devices at all locations

•	 Secure remote POS vendor access that meets PCI DSS 
Requirements 12.3.8 and 12.3.9

•	 Cloud-based apps and tools for PCI compliance, 
management, analytics, loyalty programs, and more

•	 A tank monitoring app to manage fuel ordering and 
inventory

•	 Virtual Private Network (VPN) setup to connect 
headquarters securely to distributed locations for access to 
critical business information

•	 Internal and external vulnerability scanning
•	 Logging and storage of network traffic data
•	 An intrusion detection system (IDS) for detection, 

monitoring and response
•	 Web content filtering for spam and malware control
•	 Clear identification of non-PCI payment application 

devices in the Cardholder Data Environment (CDE)

For more information, visit acumera.net or contact 
us at 512.687.7410 or sales@acumera.net.

CHOOSING AN MNSP
AND PREPARING FOR OUTDOOR EMV


